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Abstract

Thi s docunent describes the problem statenent for Interface to
Net work Security Functions (12NSF) as well as sone conpani on use
cases.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 9, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect

Hares, et al. Expi res January 9, 2017 [ Page 1]



I nternet-Draft | 2NSF Probl emf Use Case July 2016

to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction 3
2. Termnology . . 4
3. Probl em Space . 4
3.1. Challenges FaC|ng Securlty SerV|ce PrOV|ders 5
3.1.1. Diverse Types of Security Functions . 5
3.1.2. Diverse Interfaces to Control NSFs . . 6
3.1.3. Diverse Interface to Mnitor the BehaV|or of NSFs . 6
3.1.4. More Distributed NSFs and vNSFs . . . . 6
3.1.5. Mre Demand to Control NSFs Eynanlcally Coe Coe 7
3.1.6. Demand for Multi-Tenancy to Control and anltor NSFs 7
3.1.7. Lack of Characterization of NSFs and Capability
Exchange . . C e 7
3.1.8 Lack of Nbchanlsn1for NSFs to Uilize External
Profiles . . . Ce e e 8
3.1.9. Lack of Nbchanlsns to Accept External Alerts to
Trigger Automatic Configuration Changes . . . .o 8
3.1.10. Lack of Mechani smfor Dynam c Key Exstrlbutlon to
NSFs . . . C e e 9
3.2. Chall enges FaC|ng CUStOﬁEfS Coe Coe 9
3.2.1. NSFs from Het er ogeneous Adn1n|strat|ve Donalns . . . 10
3.2.2. Today’'s Control Requests are Vendor Specific . . . . 10
3.2.3. Difficulty to Monitor the Execution of Desired
Policies . . .12
3.3. Difficulty to Val i date Policies across NUItlpIe Dommins . 12
3.4. Lack of Standard Interface to Inject Feedback to NSF . . 13
3.5. Lack of Standard Interface for Capablllty hbgotlatlon .. 13
4. Use Cases . . . Ce e . . . 13
4.1. Basic Franemork P
4.2. Access Networks . . e e e . . . . ... . . . . . 15
4.3. Coud Data Center Scenarlo e e e . . . . . . . . . . . . 16
4.3.1. On-Demand Virtual Firewall Deploynent . . . . . . . . 17
4.3.2. Firewall Policy Deploynent Automation . . . . . . . 18
4.3.3. dient-Specific Security Policy in Coud VPhB . . . . 18
4.3.4. Internal Network Monitoring . . .. 19
4.4. |12NSF Preventing D stributed DoS in CNerIay hbtmorks .. 19
5. Managenent Considerations . . . . . . . . . . .. . . . . . 20
6. | ANA Considerations . . . . . . . . . . . . . . . ... ... 21
7. Security Considerations . . . . . . . . . . . . . ... ... 21
8. Contributors . . -
9. Contributing Amthors 2
10. References . . . . . . . . . . . . . . 00022

Hares, et al. Expi res January 9, 2017 [ Page 2]



I nternet-Draft | 2NSF Probl emf Use Case July 2016

10. 1. Normati ve References . . . . . . . . . . . . . . . . . . 22
10. 2. Informative References . . . . . . . . . . . . . . . . . 22
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 23
1. I ntroducti on

Thi s docunent describes the problem statenent for Interface to

Net work Security Functions (I12NSF) as well as sonme | 2NSF use cases.
A sunmary of the state of the art in the industry and I ETF which is
rel evant to | 2NSF work is docunented in

[I-D. hares-i 2nsf - gap-anal ysi s] .

The grow ng chal |l enges and conplexity in maintaining a secure
infrastructure, conplying with regulatory requirenents, and
controlling costs are enticing enterprises into consunm ng network
security functions hosted by service providers. The hosted security
service is especially attractive to snmall and nedi um si ze enterpri ses
who suffer froma | ack of security experts to continuously nonitor
net wor ks, acquire new skills and propose inmediate mtigations to
ever increasing sets of security attacks.

According to [Gartner-2013], the demand for hosted (or cloud-based)
security services is growing. Snmall and nedi um sized busi nesses
(SMBs) are increasingly adopting cl oud-based security services to
repl ace on-prem ses security tools, while larger enterprises are
deploying a m x of traditional and cl oud-based security services.

To neet the demand, nore and nore service providers are providing
hosted security solutions to deliver cost-effective managed security
services to enterprise custoners. The hosted security services are
primarily targeted at enterprises (especially small/medi umones), but
could al so be provided to any kind of nass-market custonmer. As a
result, the Network Security Functions (NSFs) are provided and
consuned in a large variety of environnents. Users of NSFs nay
consune network security services hosted by one or nore providers,
whi ch may be their own enterprise, service providers, or a

conbi nation of both. This docunent also briefly describes the

foll owi ng use cases sunmarized by

[1-D. pastor-i2nsf-nerged-use-cases]:

o [I-D. pastor-i2nsf-access-usecases] (| 2NSF-Access),
o [I-D.zarny-i2nsf-data-center-use-cases] (|l 2NSF-DC), and

o [I-D.qi-i2nsf-access-network-usecase] (|2NSF-Mbile).
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2.

Ter m nol ogy

ACL: Access Control List

B2B: Busi ness-t o- Busi ness

Bespoke: Sonmet hing made to fit a particular person, client or
conpany.

Bespoke security managenent: Security managenment which is nade to

fit a particular custoner.
DC: Dat a Center

FW Fi rewal |

| DS: I ntrusion Detection System

| PS: Intrusion Protection System

| 2NSF: interface to Network Security Functions.

NSF: Network Security Function. An NSF is a function that detects

abnormal activity and bl ocks/mtigates the effect of such abnor nal
activity in order to preserve the availability of a network or a
service. In addition, the NSF can help in supporting

comuni cation streamintegrity and confidentiality.

Fl ow based NSF: An NSF whi ch inspects network flows according to a
security policy. Flow based security also neans that packets are
inspected in the order they are received, and without altering
packets due to the inspection process (e.g., MACrewites, TTL
decrenent action, or NAT inspection or changes).

Vi rtual NSF: An NSF which is deployed as a distributed virtual
resource.
VNFPool : Pool of Virtual Network Functions.

Pr obl em Space

The foll ow ng sub-section describes the problens and chal | enges
facing custoners and security service providers when sonme or all of
the security functions are no | onger physically hosted by the
custoner’s adm nstrative donai n.

Security service providers can be internal or external to the
conpany. For exanple, an internal |IT Security group within a |arge
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enterprise could act as a security service provider for the

enterprise. |In contrast, an enterprise could outsource all security
services to an external security service provider. |In this docunent,
the security service provider function whether it is internal or
external, wll be denoted as "service provider".

The "Custoner-Provider"” relationship my be between any two parties.
The parties can be in different firnms or different domains of the
same firm Contractual agreenents may be required in such contexts
to formally docunment the custoner’s security requirenents and the
provider’s guarantees to fulfill those requirenents. Such agreenents
may detail protection |evels, escal ation procedures, alarns
reporting, etc. There is currently no standard nmechanismto capture
t hose requirenents.

A service provider may be a custoner of another service provider.
3.1. Challenges Facing Security Service Providers
3.1.1. Diverse Types of Security Functions

There are nmany types of NSFs. NSFs by different vendors can have
different features and have different interfaces. NSFs can be
deployed in nultiple locations in a given netwrk, and perhaps have
di fferent roles.

Bel ow are a few exanpl es of security functions and | ocations or
contexts in which they are often depl oyed:

External Intrusion and Attack Protection: Exanpl es of this function
are firewal | /ACL authentication, IPS, 1DS, and endpoi nt
pr ot ection.

Security Functions in a DMZ: Exanpl es of this function are
firewal | /ACLs, IDS/IPS, authentication and authorization services,
NAT, forwarding proxies, application, and AAA services. These
functions may be physically on-prem se in a server provider’s
network at the DMZ spots or located in a "virtual" DV

Internal Security Analysis and Reporti ng: Exanpl es of this function
are security | ogs, event correlation, and forensic anal ysis.

Internal Data and Content Protection: Exanpl es of this function are
encryption, authorization, and public/private key managenent for
i nt ernal dat abase

G ven the diversity of security functions, the contexts in which
t hese functions can be depl oyed, and the constant evol ution of these
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functions, standardi zing all aspects of security functions is
chal | engi ng, and nost probably not feasible. Fortunately, it is not
necessary to standardize all aspects. For exanple, froman | 2NSF
perspective, there is no need to standardize on how firewall filters
are created or applied.

What is needed is a standardi zed interface to control and nonitor the
rule sets that NSFs use to treat packets traversing through. And
standardi zing interfaces will provide an inpetuous for standardi zing
establ i shed security functions.

3.1.2. Di verse Interfaces to Control NSFs

To provide effective and conpetitive solutions and services, Security
Service Providers may need to utilize nmultiple security functions
fromvarious vendors to enforce the security policies desired by

t heir custoners.

Since no wdely accepted industry standard security interface exists
t oday, managenent of NSFs (device and policy provisioning,
nonitoring, etc.) tends to be bespoke security managenent offered by
product vendors. As a result, automation of such services, if it
exists at all, is also bespoke. Thus, even in the traditional way of
depl oying security features, there is a gap to coordi nate anong

i mpl ementations fromdistinct vendors. This is the main reason why
nono- vendor security functions are often deployed and enabled in a
particul ar network segnent.

A challenge for nonitoring is that an NSF cannot nonitor what it
cannot view. Therefore, enabling a security function (e.g., firewall
[I-D.ietf-opsawg-firewalls]) does not nmean that a network is
protected. As such, it is necessary to have a nechanismto nonitor
and provide execution status of NSFs to security and conpliance
managenent tools. There exist various network security nonitoring
vendor -specific interfaces for forensics and troubl eshooting.

3.1.3. Diverse Interface to Mnitor the Behavior of NSFs
Qobvi ously, enabling a security function (e.g., firewall
[I-D.ietf-opsawg-firewal |l s] does not nmean that a network is
protected. Therefore, it is necessary to have a nechanismto nonitor
t he execution status of NSFs.

3.1.4. Mre Distributed NSFs and vNSFs

The security functions which are invoked to enforce a security policy
can be located in different equi pnent and network | ocati ons.
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The European Tel ecomuni cations Standards Institute (ETSI) Network
Function Virtualization (NFV) initiative creates new managenent
chal I enges for security policies to be enforced by distributed,
virtual, and network security functions (VNSF).

A VNSF has higher risk of failure, mgrating, and state changes as
their hosting VMs are being created, noved, or deconmm ssioned.

3.1.5. Mre Demand to Control NSFs Dynam cally

In the advent of Software-Defined Networking (see
[1-D.jeong-i2nsf-sdn-security-services]), nore clients, applications
or application controllers need to dynam cally update their security
policies that are enforced by NSFs. The Security Service Providers
have to dynam cally update their decision-nmaking process (e.g., in
ternms of NSF resource allocation and invocation) upon receiVing
requests fromtheir clients.

3.1.6. Demand for Milti-Tenancy to Control and Monitor NSFs

Service providers may need several operational units to control and
nmonitor the NSFs, especially when NSFs becone distributed and
virtualized.

3.1.7. Lack of Characterization of NSFs and Capability Exchange

To offer effective security services, service providers need to
activate various security functions in NSFs or VNSFs nmanufactured by
mul tiple vendors. Even within one product category (e.g., firewall),
security functions provided by different vendors can have different
features and capabilities. For exanple, filters that can be designed
and activated by a firewall may or may not support |Pv6 dependi ng on
the firewall technol ogy.

The service provider’s nmanagenent system (or controller) needs a way
to retrieve the capabilities of service functions by different
vendors so that it could build an effective security solution. These
service function capabilities can be docunented in a static manner
(e.g., afile) or via an interface which accesses a repository of
security function capabilities which the NSF vendors dynam cally
updat e.

A dynam c capability registration is useful for automation because
security functions may be subject to software and hardware updates.
These updates nmay have inplications on the policies enforced by the
NSFs.
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Today, there is no standard nethod for vendors to describe the
capabilities of their security functions. Wthout a common technical
framework to describe the capabilities of security functions, service
provi ders cannot automate the process of selecting NSFs by different
vendors to accommopdat e custoner’s requirenents.

3.1.8. Lack of Mechanismfor NSFs to Utilize External Profiles

Many security functions depend on signature files or profiles to
perform(e.g., IPS/IDS signatures, DOTS filters). Different policies
m ght need different signatures or profiles. Today, the construction
and use of bl ack databases can be a wwn-win strategy for all parties
i nvolved. There m ght be Open Source-provided signature/profiles
(e.g., by Snort or others) in the future.

There is a need to have a standard envelop (i.e., the format) to
all ow NSFs to use external profiles.

3.1.9. Lack of Mechanisns to Accept External Alerts to Trigger
Aut omati ¢ Confi guration Changes

NSF can ask the | 2NSF security controller to alter a specific policy.
For exanple, a DDoS alert could trigger a change to the routing
systemto send traffic to a traffic scrubbing service to mtigate the
DDoS.

The DDoS protection has the following two parts: a) the configuration
of signaling of open threats and b) DDoS mtigation. DOTS controller
manages the signaling part of DDoS. |2NSF controller(s) would nmanage
the changing to the affected policies (e.g., forwarding and routing,
filtering, etc.). By nonitoring the network alerts from DDoS, |2NSF
can feed an alerts analytics engine that could recogni ze attacks and
the | 2NSF can thus enforce the appropriate policies.

DDoS mtigation is enhanced if the provider’s network security
controller can nonitor, analyze, and investigate the abnormal events
and provide information to the client or change the network
configuration (see section x) for details on the interfaces.

[1-D. zhou-i2nsf-capability-interface-nonitoring] provides details on
how noni toring aspects of the fl ow based Network Security Functions
(NSFs) can use the I2NSF interfaces to receive traffic reports and
enforce policy.
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3.1.10. Lack of Mechanismfor Dynam c Key Distribution to NSFs

There is a need for a controller to distribute various keys to

di stributed NSFs. To distribute various keys, the keys nust be
created and nmanaged. Wiile there are many key managenent nethods and
key derivation functions (KDF), there is a lack of standard interface
to provision and manage keys.

The keys may be used for nessage authentication and integrity in
order to protect data flows. |[In addition, keys may be used to secure
the protocol and nessages in the core routing infrastructure

([ RFC4948])

As of now there is not nuch focus on an abstraction for keying
informati on that describes the interface between protocols,
operators, and automated key managenent.

The ability to utilize keys when routing protocols send or receive
nmessages wi Il be enhanced by having an abstract key tabl e maintained
by a security service. Conceptually, there nust be an interface
defined for routing/signaling protocols to nake requests for

aut omat ed key nmanagenent when it is being used, to notify the

prot ocol s when keys becone avail able in the key table.

An abstract key service will work under the follow ng conditions:

1. |12NSF needs to design the key table abstraction, the interface
bet ween key managenent protocols and routing/other protocols, and
possi bly security protocols at other |ayers.

2. For each routing/other protocol, |I2NSF needs to define the
mappi ng between how t he protocol represents key material and the
prot ocol -i ndependent key tabl e abstraction. (If protocols share
common nechani sms for authentication (e.g., TCP Authentication
Option), then the sane mappi ng nmay be reused.)

3. Automated Key managenent nust support both symmetric keys and
group keys via the service provided by itenms 1 and 2.

3.2. Chall enges Facing Custoners

When custonmers invoke hosted security services, their security
policies may be enforced by a collection of security functions hosted
in different domains. Custonmers may not have the security skills to
express sufficiently precise requirenents or security policies.

Usual Iy, these custoners express the expectations of their security
requi renents or the intent of their security policies. These
expectations can be considered custoner |evel security expectations.
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Custoners may al so desire to express guidelines for security
managenent. Exanpl es of such guidelines include:

o Wiich critical comunications are to be preserved during critical
events (DOTS),

o Wiich hosts are to continue service even during severe security
attacks (DOTS),

0 Reporting of attacks to CERT (M LE)
0 Managi ng network connectivity of systens out of conpliance (SACM,
3.2.1. NSFs from Het erogeneous Adm ni strative Donai ns

Many medi um and | arge enterprises have depl oyed vari ous on-prem ses
security functions which they want to continue to deploy. These
enterprises want to conbi ne |ocal security functions with renote
hosted security functions to achieve nore efficient and i rmedi ate
counter-neasures to both Internet-originated attacks and enterprise
net wor k- ori gi nat ed attacks.

Sone enterprises may only need the hosted security services for their
remote branch offices where mnimal security infrastructures/
capabilities exist. The security solution wll consist of deploying
NSFs on custoner networks and on service provi der networks.

3.2.2. Today’'s Control Requests are Vendor Specific

Custoners may consune NSFs by multiple service providers. Custoners
need to express their security requirenents, guidelines, and
expectations to the service providers. |In turn, the service
providers nmust translate this customer information into customer
security policies and associated configuration tasks for the set of
security functions in their network. Wthout a standard techni cal
characterization or a standard interface, the service provider faces
many chal | enges:

No standard technical characterization and/or APIs : Even for the
nost conmon security services there is no standard technica
characterization or APIs. Mst security services are accessible
only through disparate, proprietary interfaces (e.g., portals or
API's) in whatever format vendors choose to offer. The service
provi der nust have the customer’s input to manage these w dely
varying interfaces.

No standard interface: Wt hout standard interfaces it is conplex
for custonmers to update security policies or integrate the
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security functions in their enterprise with the security services
provi ded by the security service providers. This conplexity is

i nduced by the diversity of the configuration nodels, policy
nodel s, and supported nmanagenent interfaces. Wthout a standard
interface, new innovative security products find a |arge barrier
to entry into the market.

Managi ng by scripts de-jour: The current practices rely upon the
use of scripts that generate other scripts which automatically run
to upl oad or downl oad configuration changes, |og information and
other things. These scripts have to be adjusted each tine an
i npl ementation froma different vendor technology is enabled on a
provi der side.

Lack of i mredi ate feedback: Custoners may al so require a nechani sm
to easily update/nodify their security requirements with inmediate
effect in the underlying involved NSFs.

Lack of explicit invocation request: Wil e security agreenents are
in place, security functions may be solicited without requiring an
explicit invocation nmeans. Nevertheless, sonme explicit invocation
neans may be required to interact with a service function.

To see how standard interfaces could hel p achieve faster

i npl enentation time cycles, let us consider a custoner who would |ike
to dynamcally allow an encrypted flow with specific port, src/dst
addresses or protocol type through the firewall/IPS to enable an
encrypted video conferencing call only during the tine of the call.
Wth no commonly accepted interface in place, the custonmer would have
to |l earn about the particular provider’'s firewall/IPS interface and
send the request in the provider’s required fornmat.

| security |
| MGT system |
oo

| ] proprietary

| ] or | 2NSF standard
|

Pi cture:
Port 10 Foe-mmm - +
-------- | FWIPS |-------------
Encrypted +-------- +
Vi deo Fl ow

Figure 1. Exanple of non-standard vs. standard interface

In contrast, if a firewall/IPS interface standard exists, the
custoner woul d be able to send the request, w thout having to do the
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extensive prelimnary legwrk. A standard interface al so hel ps
service providers since they could now offer the sanme firewall/IPS
interface to represent firewall/IPS services for utilizing products
from many vendors. The result is that the service provider has now
abstracted the firewal I /1 PS services. The standard interface al so
hel ps the firewal | /1 PS vendors to focus on their core security
functions or extended features rather than the standard buil di ng

bl ocks of a managenent interface.

3.2.3. Difficulty to Monitor the Execution of Desired Policies

How a policy is translated into technol ogy-specific actions is hidden
fromthe custoners. However, custoners still need ways to nonitor
the delivered security service that results fromthe execution of
their desired security requirenents, guidelines and expectati ons.

Today, there is no standard way for custoners to get security service
assurance of their specified security policies properly enforced by
the security functions in the provider domain. The custoner also

| acks the ability to perform"what-if" scenarios to assess the
efficiency of the delivered security service.

3.3. Difficulty to Validate Policies across Miltiple Domains

One key aspect of a hosted security service with security functions

| ocated at different premses is the ability to express, nonitor and
verify security policies that conmbi ne several distributed security
functions. It is crucial to an effective service to be able to take
these actions via a standard interface. This standard interface
becomes nore crucial to the hosted security service when NSFs are
instantiated in Virtual Machi nes which are sonetines w dely
distributed in the network and sonetines are conbi ned together in one
device to performa set of tasks for delivering a service.

Wt hout standard interfaces and security policy data nodels, the
enforcenment of a custonmer-driven security policy remains challenging
because of the inherent conplexity created by conbining the

i nvocation of several vendor-specific security functions into a

mul ti -vendor, heterogeneous environnment. Each vendor-specific
function may require specific configuration procedures and

oper ati onal tasks.

Ensuring the consistent enforcenent of the policies at various

domains is also challenging. Standard data nodels are likely to
contribute to addressing that issue.
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3.4. Lack of Standard Interface to Inject Feedback to NSF

Today, many security functions, such as IPS, I1DS, DDoS and Anti virus,
depend heavily on the associated profiles. They can perform nore
effective protection if they have the up-to-date profiles. As nore
sophisticated threats arise, enterprises, vendors, and service
providers have to rely on each other to achieve optinmal protection.
Cyper Threat Alliance (CA, http://cyberthreatalliance.org/) is one of
those initiatives that aimat conbining efforts conducted by nultiple
or gani zati ons.

Today there is no standard interface to exchange security profiles
bet ween organi zati ons.

3.5. Lack of Standard Interface for Capability Negotiation

There coul d be situations when the sel ected NSFs cannot performthe
policies requested by the Security Controller, due to resource
constraints. The custonmer and security service provider should
negoti ate the appropriate resource constraints before the security
servi ce begins. However, unexpected events somnet hings happen and the
NSF nay exhaust those negotiated resources. At this point, the NSF
should informthe security controller that the alloted resources have
been exhausted. To support the automatic control in the SDN-era, it
IS necessary to have a set of nmessages for proper notification (and a
response to that notification) between the Security Controller and

t he NSFs.

4, Use Cases

Standard interfaces for nonitoring and controlling the behavior of
NSFs are essential building blocks for Security Service Providers and
enterprises to automate the use of different NSFs frommultiple
vendors by their security nmanagenent entities. |2NSF may be invoked
by any (authorized) client. Exanples of authorized clients are
upstream applications (controllers), orchestration systens, and
security portals.

4. 1. Basi ¢ Fr anmewor k

Users request security services through specific clients (e.g., a
custoner application, the NSP BSS/ OSS or managenent platform and the
appropriate NSP network entity will invoke the (v)NSFs according to

t he user service request. This network entity is denoted as the
security controller in this docunent. The interaction between the
entities discussed above (client, security controller, NSF) is shown
in Figure 2:
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Hommmmmm oo +

+- e - - + | | +- e e - - +

| | Interface 1 |Security | Interface 2 | NSF(s) |

|Cient <------------- > S R T > |

| | | Controller| | |

R U + | | R U +
Hommmmmm oo - +

Figure 2: Interaction between Entities

Interface 1 is used for receiving security requirenents fromclient
and translating theminto commands that NSFs can understand and
execute. The security controller also passes back NSF security
reports (e.g., statistics) to the client which the control has
gathered from NSFs. Interface 2 is used for interacting with NSFs
according to commands, and collect status infornmation about NSFs.

Cient devices or applications can require the security controller to
add, delete or update rules in the security service function for
their specific traffic.

When users want to get the executing status of a security service,
they can request NSF status fromthe client. The security controller
will collect NSF information through Interface 2, consolidate them
and give feedback to client through Interface 1. This interface can
be used to collect not only individual service information, but also
aggregated data suitable for tasks like infrastructure security
assessnent.

Custoners may require validating NSF availability, provenance, and
correct execution. This validation process, especially relevant for
VNSFs, includes at |east:

Integrity of the NSF: by ensuring that the NSF is not conproni sed;

| sol ati on: by ensuring the execution of the NSF is self-contained
for privacy requirenents in nmulti-tenancy scenari os.

Provenance of NSF: Custoners may need to be provided with strict
guar ant ees about the origin of the NSF, its status (e.g.
avai l able, idle, down, and others), and feedback nechani sns so
that a custonmer may be able to check that a given NSF or set of
NSFs properly conformto the the custoner’s requirenents and
subsequent configuration tasks.

In order to achieve this, the security controller nmay coll ect
security neasurenents and share themw th an i ndependent and trusted
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third party (via interface 1) in order to allow for attestation of
NSF functions using the third party added information.

4.2. Access Networks

This scenari o describes use cases for users (e.g. enterprise user,
network adm nistrator, and residential user) that request and nanage
security services hosted in the network service provider (NSP)
infrastructure. G ven that NSP custonmers are essentially users of
their access networks, the scenario is essentially associated with
their characteristics, as well as wth the use of VNSFs.

The Virtual CPE described in [NFVUC] use cases #5 and #7 requires a
nodel of access virtualization that includes nobile and residenti al
access where the operator may offl oad security services fromthe
custoner | ocal environnment (e.g., device or termnal) to its own

i nfrastructure.

These use cases define the interaction between the operator and the
VNSFs t hrough automated interfaces, typically by nmeans of B2B
conmuni cat i ons.

Cust omrer + Access + PoP/ Dat acent er
| | oo +
| y - +--. | Network |
| , | ‘- | Operator|
Fom - - + | [+----+ | | Mgnt  Sys|
| Residential |[-+------ /- +vCPE+- - - -+ R +
R + | [ +----+ | \ |
I / |\ | I
R + | X -+ +----+ |
| Enterprise|---+---+----+ VPE+--+----+ NSF| |
Femmm e + | : +----+ | +----+ |
| ; |/ |
- + | : +----+ | / :
| Mobile |-+----- \ --+vEPC+----+ /
I + | \ -+ , -
| | -
| R
+ +

Figure 3. NSF and actors

Different access clients may have different service requests:

Hares, et al. Expi res January 9, 2017 [ Page 15]



I nternet-Draft | 2NSF Probl emf Use Case July 2016

Resi denti al : Interface for parental control; Interface for threat
managenent .
Enterpri se: Fl ow Security Policies; Managed security services

(Threat managenent).

Mobi | e: User experience; content and access managenent; Threat
managenent for infrastructure, such as Botnet, DDoS, Ml ware etc.

Some access customers may not care about which NSFs are utilized to
achi eve the services they requested. |In this case, provider network
orchestration systens can internally select the NSFs (or vVNSFs) to
enforce the policies requested by the clients. Oher access
custoners, especially sonme enterprise custoners, nmay want to get
their dedicated NSFs (nost |likely vNSFs) for direct control purposes.
In this case, here are the steps to associate VNSFs to specific

cust omers:

VNSF Depl oynent : The depl oynent process consists in instantiating a
NSF on a Virtualization Infrastructure (NFVI), within the NSP
adm ni strative domain(s) or with other external domain(s). This
is arequired step before a custoner can subscribe to a security
servi ce supported in the vNSF.

VNSF Cust omer Provi si oni ng: Once a VNSF is deployed, any custoner
can subscribe to it. The provisioning |ifecycle includes the
fol | ow ng:

* Custoner enrollnment and cancel lation of the subscription to a
vNSF;

* Configuration of the vNSF, based on specific configurations, or
derived fromcomon security policies defined by the NSP

* Retrieve and |list the vNSF functionalities, extracted from a
mani fest or a descriptor. The NSP managenent systens can
demand this information to offer detailed information through
t he commerci al channels to the custoner.

4.3. Coud Data Center Scenario

In a data center, network security mechani sns such as firewalls may
need to be dynam cally added or renoved for a nunmber of reasons.
These changes may be explicitly requested by the user, or triggered
by a pre-agreed upon Service Level Agreenent (SLA) between the user
and the provider of the service. For exanple, the service provider
may be required to add nore firewall capacity within a set tinefrane
whenever the bandwi dth utilization hits a certain threshold for a
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speci fied period. This capacity expansion could result in adding new
i nstances of firewalls on existing machi nes or provisioning a
conpletely new firewall instance in a different machine.

The on-demand, dynam c nature of security service delivery
essentially encourages that the network security "devices" be in
software or virtual formfactors, rather than in a physical appliance
form This requirenment is a provider-side concern. Users of the
firewall service are agnostic (as they should) as to whether or not
the firewall service is run on a VMor any other form factor

I ndeed, they may not even be aware that their traffic traverses
firewalls.

Furthernore, new firewal |l instances need to be placed in the "right
zone" (dommin). The issue applies not only to nulti-tenant

envi ronnents where getting the tenant in the right domain is of
paranount inportance, but also in environnents owned and operated by
a single organization wwth its own service segregation policies. For
exanple, an enterprise may mandate that firewalls serving Internet
traffic and Busi ness-to-Business (B2B) traffic be separated. Another
exanple is that IPS/IDS services for investnent banking and non-
banking traffic may be separated for regul atory reasons.

4.3.1. On-Demand Virtual Firewall Depl oynent

A service provider-operated cloud data center could serve tens of

t housands of clients. Cients’ conpute servers are typically hosted
on virtual machines (VMs), which could be depl oyed across different
server racks located in different parts of the data center. It is
often not technically and/or financially feasible to depl oy dedi cated
physical firewalls to suit each client’s security policy

requi renents, which can be nunerous. Wat is needed is the ability
to dynamcally deploy virtual firewalls for each client’s set of
servers based on established security policies and underlying network
t opol ogi es.

Hares, et al. Expi res January 9, 2017 [ Page 17]



I nternet-Draft | 2NSF Probl emf Use Case July 2016

e F- oo -
I I
+-- -+ +- +- +
| vFW | vFW
+---+ +-4-+
| Cient #1 | dient #2
S +--- S +---
+-4- + +-4- + +-4- + +-4- +
| vM | | vM | | vM | | vM |
+---+ +---+ +---+ +---+

Figure 4. NSF in Data Centers
4.3.2. Firewall Policy Deploynent Automation

Firewall rule setting is often a tine consum ng, conplex and error-
prone process even within a single organi zation/enterprise franmework.
It becomes far nore conplex in provider-owned cl oud networks that
serve nyriads of custoners.

Firewall rules today are highly tied with ports and addresses that
identify traffic. This makes it very difficult for clients of cloud
data centers to construct rules for their own traffic as the clients
only see the virtual networks and the virtual addresses. The
custoner-visible virtual networks and addresses may be different from
t he actual packets traversing the FW.

Even though nost vendors support simlar firewall features, the
actual rule configuration keywrds are different fromvendors to
vendors, making it difficult for automation. Automation works best
when it can | everage a common set of standards that will work across
NSFs by multiple vendors. Wthout automation, it is virtually

i npossi ble for clients to dynam cally specify their desired rules for
their traffic.

4.3.3. Cient-Specific Security Policy in Coud VPNs

Cients of service provider-operated cloud data centers need not only
to secure Virtual Private Networks (VPNs) but also virtual security
functions that apply the clients’ security policies. The security
policies may govern conmunication within the clients’ own virtual
networks as well as comuni cation with external networks. For
exanpl e, VPN service providers may need to provide firewall and other
security services to their VPN clients. Today, it is generally not
possible for clients to dynamcally view (|l et al one change) what,
where and how security policies are inplenented on their provider-
operated clouds. |ndeed, no standards-based framework exists to
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allow clients to retrieve/ manage security policies in a consistent
manner across different providers.

4.3.4. Internal Network Monitoring

There are many types of internal traffic nonitors that may be managed
by a security controller. This includes a new class of services
referred to as Data Loss Prevention (DLP), or Reputation Protection
Services (RPS). Depending on the class of event, alerts may go to
internal adm nistrators, or external services.

4.4. |12NSF Preventing Distributed DoS in Overlay Networks

In the internet where everything is connected, preventing unwanted
traffic that may cause Denial of Service (DoS) attack or distributed
DoS (DDoS) has becone a challenge. One place where DDoS can be
challenging to prevent or mtigate is in overlay networks. Mny

net wor ks such as Internet of Things (10T) networks, |nfornmation-
Centric Networks (I CN), Content Delivery Networks (CDN), and cl oud
networ ks use overlay networks within their paths (or links). The
under| ay networks that support overlay networks can be attacked by
DDoS, thereby saturating access links or links within the network.
DoS or DDoS attacks on the access |links may al so cause the overl ay
nodes’ CPUs or links to be saturated by DoS or DDoS traffic which
will prevent these Iinks frombeing used by legitinmte overl ay
traffic. Overlay security solutions do not address underlay security
threats so there is a need for a distributed solution to prevent DDoS
attacks from spreadi ng t hroughout overlay and underlay networKks.

Such solution may for exanple rely upon the dynam c, highly-reactive,
enforcenment of security filtering policies network-w se.

Simlar to traditional networks placing a firewall or |ntrusion
Prevention System (IPS) on the wire to enforce traffic rules, the
interface to network security functions (I2NSF) can be used by
overlay networks to request underlay networks enforce certain flow
based security rules. Using this nechanism the overlay network can
coordinate with the underlay network to renove unwanted traffic

i ncl udi ng DoS and DDoS in the underlay network.
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Figure 5. | 2NSF Preventing DDoS Attacks in Overlay Networks.

Managenent Consi derati ons

Managenent of NSFs usually include the foll ow ng:

o Lifecycle managnent and resource managenent of NSFs,

o Device configuration, such as address configuration, device

internal attributes configuration,

o Signaling, and

o Policy rule provisioning.

etc.;

I 2NSF will only focus on the policy provisioning part of NSF

managenent .
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6.

| ANA Consi derations

No | ANA considerations exist for this docunent.

Security Considerations

Havi ng a secure access to control and nonitor NSFs is crucial for
hosted security services. An |I2NSF security controller raises new
security threats. It needs to be resilient to attacks and quickly
recover fromattacks. Therefore, proper secure communi cation
channel s have to be carefully specified for carrying controlling and
monitoring traffic between the NSFs and their managenent entity (or
entities).

In addition, the Flow security policies specified by custonmers can
conflict with providers’ internal security policies which nmay all ow
unaut hori zed traffic or unauthorized changes to flow polices (e.qg.
custoners changing flow policies that do not belong to them
Therefore, it is crucial to have proper AAA to authorize access to
the network and access to the | 2NSF nanagenent stream

Contributors

| 2NSF is a group effort. The follow ng people actively contributed
to the initial use case text: Xi aojun Zhuang (China Mbile), Sumandra
Maj ee (F5), Ed Lopez (Fortinet), and Robert Mskow tz (Huawei).
Contri buti ng Authors

| 2NSF has had a nunber of contributing authors. The follow ng are
contri buting authors:

0 Antonio Pastur (Telefonica |I+D),

o Mohaned Boucadair (France Tel ecom,
o0 Mchael Georgiades (Prinme Tel),

o Mnpeng Q (China Mbile),

o Shai bal Chakrabarty (US Ignite), and

o Nic Leymann (Deutsche Tel ekom

Hares, et al. Expi res January 9, 2017 [ Page 21]



I nternet-Draft | 2NSF Probl emf Use Case July 2016

10. References
10. 1. Nor mat i ve Ref er ences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10. 17487/ RFC2119, March 1997,
<http://www. rfc-editor.org/info/rfc2119>.

10. 2. I nformati ve References

[ Gart ner-2013]
Messner, E., "Gartner: Coud-based security as a service
set to take off", Cctober 2013.

[1-D. hares-i 2nsf - gap- anal ysi s]
Hares, S., Zhang, D., Mskowitz, R, and H Rafiee,
"Anal ysis of Existing work for |2NSF", draft-hares-i2nsf-
gap-anal ysis-01 (work in progress), Decenber 2015.

[1-D.ietf-netnod-acl-nodel ]
Bogdanovi c, D., Koushik, K., Huang, L., and D. Blair,
"Networ k Access Control List (ACL) YANG Data Model "
draft-ietf-netnod-acl-nodel-06 (work in progress),
Decenber 2015.

[I-D.ietf-opsawg-firewall s]
Baker, F. and P. Hoffrman, "On Firewalls in Internet
Security", draft-ietf-opsawg-firewalls-01 (work in
progress), Cctober 2012.

[1-D.jeong-i2nsf-sdn-security-services]
Jeong, J., Kim H., and P. Jung-Soo, "Requirenents for
Security Services based on Software-Defined Networking",
draft-jeong-i2nsf-sdn-security-services-01 (work in
progress), March 2015.

[1-D. |l opez-i2nsf-packet ]
Ed, E., "Packet-Based Paradi gm For Interfaces To NSFs",
draft-1opez-i2nsf-packet-00 (work in progress), March
2015.

[1-D. pastor-i2nsf-access-usecases]
Pastor, A. and D. Lopez, "Access Use Cases for an Open CAM
Interface to Virtualized Security Services", draft-pastor-
i 2nsf - access-usecases-00 (work in progress), Cctober 2014.

Hares, et al. Expi res January 9, 2017 [ Page 22]



| nt er net - Draf t

| 2NSF Probl emf Use Case July 2016

[1-D. pastor-i2nsf-nerged-use-cases]

Pastor, A., Lopez, D., Wang, K, Zhuang, X., Q, M,
Zarny, M, Mjee, S., Leymann, N., Dunbar, L., and M
Ceorgi ades, "Use Cases and Requirenents for an Interface
to Network Security Functions", draft-pastor-i2nsf-nmerged-
use-cases-00 (work in progress), June 2015.

[1-D.qgi-i2nsf-access-network-usecase]

Wang, K. and X. Zhuang, "Integrated Security with Access
Net wor k Use Case", draft-qi-i2nsf-access-network-
usecase-02 (work in progress), March 2015.

[1-D.zarny-i2nsf-dat a-cent er-use-cases]

Zarny, M, Leymann, N., and L. Dunbar, "I12NSF Data Center
Use Cases", draft-zarny-i2nsf-data-center-use-cases-00
(work in progress), QOctober 2014.

[1-D.zhou-i2nsf-capability-interface-nonitoring]

[ RFC4948]

[ REC7277]

Aut hor s’

Susan Har es

Huawei
7453 Hickory Hill
Saline, M

USA

Phone:
Emai | :

Har es,

et al.

Zhou, C., Xia, L., Boucadair, M, and J. Xiong, "The
Capability Interface for Monitoring Network Security
Functions (NSF) in I2NSF", draft-zhou-i2nsf-capability-

i nterface-nmonitoring-00 (work in progress), October 2015.

Andersson, L., Davies, E., and L. Zhang, "Report fromthe
| AB wor kshop on Unwanted Traffic March 9-10, 2006",

RFC 4948, DA 10. 17487/ RFC4948, August 2007,

<http://www. rfc-editor.org/info/rfc4948>.

Bj orklund, M, "A YANG Data Mdel for |P Managenent"
RFC 7277, DA 10.17487/ RFC7277, June 2014,
<http://www. rfc-editor.org/info/rfc7277>.

Addr esses

48176

+1-734- 604- 0332
shares@dzh. com

Expi res January 9, 2017 [ Page 23]



I nternet-Draft | 2NSF Probl emf Use Case July 2016

Li nda Dunbar

Huawei

5340 Legacy Drive, Suite 175
Pl ano, TX 75024

USA

Phone: +1-734-604-0332
Emai | ; | dunbar @uawei . com

Di ego R Lopex

Tel efonica | +D

Don Ranon de |a Cruz, 82
Madrid 28006

Spai n
Emai | . diego.r.|lopez@el ef oni ca. com
Myo Zarny

Gol dnman Sachs

30 Hudson Street
Jersey City, NJ 07302
USA

Emai | : nyo. zarny@s. com
Chri stian Jacquenet
France Tel ecom

Rennes, 35000

France

Emai | : Christian. jacquenet @r ange. com

Hares, et al. Expi res January 9, 2017 [ Page 24]



